CHAPTER 7

COVMUNI CATI ON DI VI SI ON

STANDARD OPERATI NG PROCEDURE

500 BED FLEET HOSPI TAL
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500 BED COVBAT ZONE HOSPI TAL
STANDARD OPERATI NG PROCEDURE
COVMUNI CATI ONS DI VI SI ON
A M SSION:  Install and operate tel ephone, radio tel etype equi pnent.
Provide alT teletype, hardline, and data comunication required to operate the
hospi t al
B. FUNCTI ONS
1. Provide internal tel ephone comuni cations throughout hospital spaces.
2. Interface with seven radi o nets.
3. Oversee nessage center operations.

C. PHYSI CAL DESCRI PTI ON:

1. Location within conplex: See TAB A, Draw ng 1.
2. Sheltering.

Type: | SO Container (rigid, hardwall shelter (8x81/2 x20)
Quantity: One non-expandabl e |1 SO shel ter.

3. Material
I OL: CO0A, C00B, COOE, COOF.

D. SPECI AL CONSI DERATI ONS

1. Limted access and availability of instruments and frequency.
2. Message center manned by non communi cation division personnel
E. WORKLOAD:
1. Communication personnel will stand 12 hours on 12 hours off watches.

2. Hospital sections issued commp equipnment will be responsible for daily
mai nt enance. Conmmuni cation Division will performrepairs.

F. ORGANI ZATI ON:

1. Responsibility. The Conmuni cation Coordinator, who reports to the Head,
Oper ati ng Managenent Service Departnment, is assigned overall nmanagenent
responsibility.

2. Organi zation Chart.
COMMUNI CATI ONS
ORGANI ZATI ON CHART

HEAD OP
MGMT
DEPARTMENT



Communi cat i ons
Coor di nat or

E-6 (RM
Port Watch St arboard Watc
2 E-5(RM 1 E-5(RM h
1 E-4(RM
#1 1 E-5(YN) Message #2 1
Coor di nat or
Message CTR
1 E-6(PC) Message Message 1 E-4(PC)
1 E-4(PC) Center Cent er 1 E-3 (SN
1 E3(SN -------- e Security
Security

NOTE: Dashed lines indicate nessage center watch-standers normally assigned to
Oper ati ng Managenent Depart nent.

3. Staffing.
(a) Criteria.
(1) Al radionmen and el ectronics technicians nmust be trained.

(2) Al radionmen, electronics technicians and nessage center
wat ch- st anders nmust have current Top Secret Security Cl earance.

(3) At least two (2) watch-standers per watch will be trained
and aut hori zed COMSEC cust odi ans.

(b) Staffing pattern: Twelve hours on watch twelve hours off.

Tot al
Per sonnel Port Watch St ar boar d Assi gned
Comm Coor d( E- 6) RM - - 1
Conmuni cat or 2(E-5)RM 1(E-5)RM 3
Conmuni cat or 1(E-4) RM 1
4. Assignment by Billet Sequence Code. See TAB A, page 12
5. Watch Bill. See TAB B, page 13
6. Special Watches. N A
G TASKS:
Tasks Met hods
1. OPERATE 1.1 Usi ng the appropriate FLTCI NC OPLAN
COVMUNI CATI ONS CENTER Comruni cati ons Annex, obtain the follow ng:

1.1. A Operational nets.
1.1.B Frequencies to support nets.
1.1.C El ectronic Warfare Annex.
1.2 Usi ng above information and | ocal situation:

1.2. A Devel op a hospital conmmunications
el ectronics estinmate.
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REMOTE STATI ONS

I NTERNAL
COVMUNI CATI ONS

W RE PLAN

1.2.B Devel op a hospital Conmunication Pl an
1.3 I f using COMSEC equi pnent :

1.3. A Qbtain software from |l ocation
custodi an, and nmi ntain account.

1.3.B Issue CEO's on a need to know basis

1.4 Est abli sh and nmamintain official hospital
tine.

1.5 Est abli sh tow (2) COMSEC custodi ans per
wat ch

2.1 Establish renpte radio and wire stations | AW
radio plan and wire plan shown in tech
manual

2.1.A Qualify all renpte station users on
equi pnment to be issued them

2.1.B I ssue radi os and/or tel ephones with
mei nt enance supplies using TAB F-3 and
TAB F-4.

2.1.C Control mmi ntenance schedul es.

2.1.D Ensure that all renpote stations conply
with practices outlined in hospital
comuni cation plan.

2.1.E Communi cation section will ensure that
all lines between the COWAN and
renote | ocations are secured using the
COVBEC system

3.1 I nternal communications includes tel ephones,
and the public address system

3.1.A Tel ephones are distributed |AWwire
pl an.

3.1.B Tel ephone directories (TAB F-5) will
be provided to each station

4.1 Sufficient copies of wire plan will be kept
in public works and comuni cations files to
expedite repairs.

4. 1. A All wire will be laid on ground, no
wire will be buried except when
crossing roads or other areas where
damage to cable can occur. Then use
12 inch culvert to house cable and
bury.

| MPLEMENT THE WRE 5.1 Establish Main Distribution Franes in

PLAN ( MDF)

vicinity of switchboard. (See TAB F-11)

5.1. A Power up power supply for switchboard.
(See TAB-11)
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SPECI AL LI NES

PUBLI C ADDRESS SYSTEM

8. OPERATE MESSAGE CENTER

9

DRAFT MESSAGES

5.1. B Power up swi tchboards.

5.1. C Check operation of lines from
swi tchboard to installed phones.
(See TAB F-11)

Lay in and connect any special "Hotlines" as
directed by Conmandi ng O ficer.

6.1. A All special lines will go through NDF.
(See TAB F-11.)

Locations of speakers are shown in TAB F-6.
Publ i c address systemw ||l be used to:

7.2. A Pass nessages of interest to al
hands.

7.2.B Sound al arns. Post notices of alarm
signals in conspicuous places
t hroughout hospital area.

Message center |ocated in admnistrative
wi ng.

Del i ver nessages within tines shown bel ow

Pr ecedence Ti me
Flash 10 nin
| medi at e 30
Priority 3

Rout i ne 6 hrs

Mai ntai n separate logs for inconing and
out goi ng nessages (see TABs F-7 and F-8).

A non-rated Security Division watch-stander
wi |l be assigned as a runner on each watch
(see TAB B)

Mai ntain an access roster of persons

aut horized to deliver or pick up nessages.
Rosters will be devel oped by Depart nent
Heads.

Qut goi ng nessages priorities are detern ned
by Conmandi ng Offi cer.

Al'l nessage drafters will have access to an
NTP 3(F) (Tel ecommuni cations Users Manual)
to determ ne proper nessage format and
content.

9.2. A Each hospital departnent will prepare
organi c nessages.

9.2.B Prepare nmessages on DD Form 173/ 2.
Avai | able in Message Center

9.2.C Draft will be accepted from authorized
and cl eared nessenger if signed by
aut hori zed originator.



10.

11.

OUTGO NG MESSAGES

SEND MESSAGES

9.3 Each department will provide rosters of
aut hori zed drafters and nessage handl ers.

9.3. A Secure rosters in desk in Message
Center.

10.1 When DD Form 173/2 is received, nessage
center watch-stander will verify:

10.1.A 1.D. of deliverer against
aut hori zation roster. He/she will
si gn access | og.

10.1. B Rel easing signature.

10.1.C That typed drafts contain no nore than
10 characters per inch (OCR type).

10.1.D Uniformclassification throughout
nessage.

10.1.E Action and precedent.
10.2 Watchstander will then:

10.2. A Wite or stanp date and tine received
on nessage.

10.2.B Log nessage. (See TAB F-8 for exanple
of 1o0g.)

10.2.C Wite Station Serial Nunmber on
message.

Note: Station Serial Numbers
(SSN) run sequentially on
nmessages for 30 days. Then
start over.

11.1 The Radi oman wat chst ander sendi ng
messages will:

11.1. A Check priority.

11.1. B Check addee against Plain
Language Address Directory
(PLAD), NTP 3 SUPP-1(1).

11.1.C Verify format |ine 2.

11.1.D Check routing. Indicator is
based on CI NC Communi cati on Pl an
and equi pment used.

11.1.E Enter required information in
|l og (see TAB F-10).

11.2 Transnt nessage.

11.2. A Wit for receiving station to
verify recei pt of nessage.

11.2.B Log nessage in transm ssion |og
(See TAB F-11).



12.

13.

RECEI VE MESSAGES

ROUTI NG

12.

13.

1

1

Radi oman receiving nessage wll:

12.1. A

12. 2

12.3

12. 3. A

12.3.B

12.3.C

12.3.D

12. 3. E

Verify FLTHOSP is the correct
addr ess.

If not, when transnmission is
conplete, report error to
sender.

If so, log nmessage in Radio
Message Receiving Log. (TAB F-
12)

Wite or stanp on nessage date
and tinme received.

Deliver to Message Center where
wat chst ander will:

Check to nmke sure nessage is
intelligible.

I nsure nessage is conplete with
"BT" at end, or if sectional -
all sections are included.

Pay close attention to
classification of nessages.
Deliver within tines outlined in
par agr aph 8. 2.

Notify departnents of awaiting

13.2

13.3

13. 4

13.5
13.5. A

13.5.B

13.6

13.6. A

nmessage(s).

Log nessage(s) into Message
Center Inconing Message Log (see
TAB

F-7).

I ndi cate on message all addees
(departnents) that are assigned:

- Action.
- Info.

Message cl assified Secret and
above will be placed in an
envel ope wi th addees' nanme and
departnment on face.

When person picks up nessage:

Check identification against
access roster.

Have person sign for material in
Si ghature Log.

I f departnment unable to pick up
nmessage(s) then:

Seal nessages.



14. FI LI NG MESSAGES

STANDARD OPERATI NG PROCEDURES:

CLI NI CAL POLI Cl ES/ GUI DELI NES

STANDARDS AND JOB DESCRI PTI ONS: See

DOCUMENTATI ON:

1. Ref erences

2. For ns

13.6.B

13.7

14.1

Send runner to department(s)
wi th nessage(s).

Keep |l ogs for one nonth, then
file in folder, last page first.

File all nessages

cl assified Confidenti al and

bel ow recei ved during a 24
hour peri od. File in cabinet

| ocat ed in patient/ personne

14. 2

14. 2. A

14.2. B

14.2.C

14.2.D

14.3

support.

Store all material classified
Secret and above in the safe
| ocated in patient/personne
support until:

Al'l info/action addees have
finished with message and have
signed as such, then

Ret ai n nessage(s) DTG

organi zati on and station serial
nunber to enable recall of
nmessage(s) for up to 60 days.

Upon approval of Commandi ng
Officer, destroy all Secret or
above nessages.

Account for destruction of sane
I AW CI NC Conmuni cati on Pl an
gui del i nes.

Messages cl assified Confidenti al
or belowwll, after 60 days, be
removed to storage or destroyed
as directed by Commuandi ng
Oficer.

See TAB C, page 14.

N A

TAB D, page 20

See TAB E, page 30
See TAB F, page 31



TAB A
ASSI GNVENT BY BI LLET SEQUENCE CODE

Departnment: Comruni cati ons

Billet Wat ch

Nunber Title Desi gnat or Rank/Rate Secti on
17359 Comm Coord 0000/ RM E-6 *
17379 Commruni cat or 0000/ RM E-5 1
17381 Communi cat or 0000/ RM E-5 2
17383 Conmuni cat or 0000/ RM E-5 1
17399 Conmuni cat or 0000/ RM E-4 2

Local | y Assi gned Personnel
For Message Center Operations

04039 Message Coor di nat or 0000/ YN E-5 1
17319 Postal Clerk 0000/ PC E-6 2
17339 Postal Clerk 0000/ PC E-4 1
17341 Postal Clerk 0000/ PC E-4 2
** Security Watch (Runner) 0000/ SN E-3 1
*x Security Watch (Runner) 0000/ SN E-3 2

Not e: * Per manent AM wat ch.

** Runners obtained from Security Division. BSC will change.



TAB B
WATCH BI LL
COVMUNI CATI ONS

Section MTWTFSSMTWTFSSMTWTFSSMTWTFSSM
* * * * *

1 AAAAAAEPPPPPPEAAAAAAEPPPPPPEA
* * * * * *

2 EPPPPPPEAAAAAAEPPPPPPEAAAAAAE

Radi omen and El ectronics Technicians work 6 hrs on 6 hrs off and dog watches to
cover days off.

* = Dog watch

MESSAGE CENTER
Sec MTWTFSSMTWTFSSMTWTFSSMTWTFSSMTWTFSSM 1
AAAAAAEPPPPPPEAAAAAAEPPPPPPEAAAAAAEP
* * * * * *
2 EPPPPPPEAAAAAAEPPPPPPEAAAAAAEPPPPPPE

Message Center Personnel work 12 hrs on 12 hrs off.
Dog watch to cover days off.

* Dog wat ch.



NUMBER
C1
C2

TAB C
STANDARD OPERATI NG PROCEDURES | NDEX

TITLE

W re Team Procedures

Emer gency Destruction of Classified
Equi pnrent and Materi al

10

PAGE
15
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TAB C-1
W RE TEAM PROCEDURES

A PURPOSE: To provide guidance to wire installation team

B. DEFI NI TI ON:  Personnel tasked with distributing and installing tel ephone
and public address systens.

C. EQUI PMENT, SUPPLI ES AND FORMS REQUI RED: N A

D. CRI TERI A:

1. Menbers of team should be trained in tel ephone wire connections,
splicing and troubl e shooti ng.

2. Telephone and P/ A systens are installed and tested by designated
trained wire personnel.

3. Teamwill be able to correct the anticipated daily 30% nal functi on of
the phone system
E. STEPS:

1. The wire teamwi |l assenble at the communications van at the start of

advance party operations.
2. The wire teamwi |l operate as follows:
a. Ar Detachnent.

(1) Staffing.
(a) RML (1).
(b) CE2 (1) NEC 5642.

(2) Duties.
(a) ldentify and sketch site specific wire plan.

(b) Based on site survey, identify and mark areas where
wire/ cabl e needs to be buried.

(c) Based on wire plan identify size and makeup of wire
team needed to string wire and assenbl e tel ephone and PA systens.

(d) Coordinate with advance party to obtain team
menbers.

b. Advance Party.
(1) Primary Team
(a) RM2 (2).
(b) CE2 (5642) fromAir Det (1).
(c) ET3 (1).
(d) CESN (4) NEC 0000.

(2) On call team support.
11



(a) HM (NEC 0000) (10).
(b) UT (NEC 0000) (3).

(3) Coordination needs to occur between wire team | eader and
persons in charge of "on call" team nenbers to ensure availability during
assenbly of wire systens.

3. The phone wire systemwill be assenbled as foll ows:
a. Priorities.
(1) Adm nistration.
(2) Medical
(3) Support.
(4) Troop housing.

b. Prior to assenbly of tenper tents and shelters, the wire team
will neasure the longest runs of wire for each area of the hospital and bundle
wires together to be extended fromthe swi tchboard connectors out to each
structure as it is assenbles (see TAB J-2). Miltiple bundles can be used to
reduce the size of wires per bundle and to facilitate the routing to non-nedica
core sites.

c. Both ends of each wire will be | abeled identifying distant end
tel ephone and every 100 neters al ong each run

d. Wre bundles will run fromthe sw tchboard connector through
adm n and proceed through nedical core central corridor on top of the cross
braces.

e. Run wire to troop housing and support, if practical, through the
medi cal corridor overhead and exit out to the area to be serviced. The
alternate route will be outside along the nedical core on the ground and branch
out to the areas served.

f. Wre that will cross roads or other travel ed areas that could
damage wire will be run through a 12 inch culvert and buried. No wire will be
strung overhead except when inside structures.

. Wre will be strung through tenper tents, vestibules and
corridors on top of the cross brace when the tent is standing with outer fabric
installed but prior to installation of the liner. Wre to each phone in area
will run frombundle to each primary phone, (party lines will connect to primary
phone).

h. Wres to shelters will enter/exit only through authorized
openi ngs.

4. Public address system

a. Amplifiers and control station is located in the adninistration
spaces. Alarmsignals will be controlled fromthis station

b. Speaker systems with volume controls are |ocated inside
structures. The inside speakers are provided extra length on the wire to allow
for placenent of speakers consistent with operations of individual areas.

c. CQutside speakers will be located on poles with enough el evation
to ensure proper sound coverage as shown in assenbly drawings |ocated in the

12



technical library.
d. Wre will be installed along sane routes as the tel ephone wire

when possible. Care will be taken to differentiate between the phone and PA
system wires.

13



TAB C-2
EMERGENCY DESTRUCTI ON OF CLASSI FI ED EQUI PMENT AND MATERI AL

A PURPOSE: To detail procedures for destruction of classified
equi pnent and material .
B. DEFINITION: Classified material - material or equipment classified
confidential or above.
C. REFERENCES:

1. Information and Personnel Security Program Regul ati on, OPNAVI NST
5510. 1G

2. Cryptographic Security Policy and Procedures (CSP -1).
D. EQUI PMENT, SUPPLI ES, AND FORMS REQUI RED:

1. Shreddi ng machi ne (avail abl e through National Supply System (FSC G oup
36, Part 11).

2. Anti-conpronise energency destruct (ACED) capability as specified in
OPNAVI NST 5510. 1G Chapter 17-9.

E. STEPS:

1. Upon presentation of circunstances which require emergency destruction
of classified material, initiate the plan. The requirenent is positive
destruction of an irreversible nature within 60 mnutes. |Initiate positive
destruction by any neans as tinme dictates in the follow ng sequence.

a. Al Top Secret material located in the conmunications van or
command suite.

b. Al Secret material in either |ocation.
c. Confidential material.

2. BSC 17000 Head, Operating Managenent Services and BSC 17330
Conmuni cat i ons Supervi sor are responsi ble for energency destruction of
Classified material.

3. Destruction will be by shredding, burning or other neans as dictated
by tinme and material.

4. Destruction will take place in the conmunications van by nethods
specified in references and under proper supervision.

5. The senior person present in communications or command suite is
aut horized to carry out these procedures or deviate fromthe plan as
ci rcunst ances warrant.

6. The Commanding Officer or his direct representative is authorized to
initiate this plan and will provide both oral and witten comunication of his
authority to commence energency destruction procedures to subordinates hol di ng
classified information or material.

7. The Conmanding Officer or his direct representative will initiate
action to destroy classified material sufficiently early to preclude |Ioss of
mat eri al .

8. The Commanding Officer or direct representative will conduct drills to

14



ensure that personnel are famliar with the plan and equi prent.

9. If COVMSEC material is held, carry out destruction procedures specified
in Cryptographic Security Policy and Procedures (CSP-1).

N. RESPONSI Bl LI TY:

1. Head, Operating Managenent Servi ces.

2. Communi cati ons Supervisor.

15



NUVBER
D1
D2
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D4
D5
D6
D7
D8
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TAB D

STANDARDS AND JOB DESCRI PTI ONS | NDEX

TITLE
Conmuni cati on OFficer

Conmuni cati on Coor di nat or
Conmuni cat or (RM 2)

Communi cat or (RM 3)

El ectronics Technician (ET-2)
El ectroni cs Technician (ET-3)
Message Coordi nat or

Message Center WAt chstander

Message Center Runner
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TAB D-1
COVMUNI CATI ON OFFI CER JOB DESCRI PTI ON
The Commrunications O ficer is appointed by the Conmanding Officer. Duties wll
i ncl ude:
1. Prior to nobilization, coordinate the following with appropriate CINC
(a) Hospital's role within CINC plan
(b) If applicable, account for COMSEC software.

(c) Information on equipnment, nets, frequencies, COMPLANS and
OPLANS of forward units to be support ed.

(d) Air Force evacuation communi cation procedures and requirenents.
2. Upon nobilization, obtain from ClI NC

(a) Hospital operating NET s.

(b) Hospital frequencies.

(c) Updated comruni cations requirenents

(d) COMSEC software.
3. Overall responsibility for comruni cati on security.

4. Responsibility for daily operations and managenent of Contuni cation
Di vi si on equi pment and personnel .

5. Custody of classified docunents used in comuni cation
6. Destruction of classified Secret and above materi al
7. Verifying destruction of classified materials.

QUALI FI CATI ONS

1. Top Secret Clearance.
2. Basic Comunications O ficer School, Quantico, Virginia (desirable).

3. COVBEC Custodi an School (required).

17



TAB D-2
COVMUNI CATI ON COORDI NATOR JOB DESCRI PTI ON
Report to the Comunications Oficer. 1|s the Senior Enlisted in
Communi cations and is Leading Petty Oficer.

THE COVMUNI CATI ON COORDI NATOR W LL:

1. Coordinate with Construction Battalion personnel the |ocation and
assenbly of conmunication equi prent based on | ocal stations.

2. Establish watch bills and section rate training.

3. Conduct training for non-comruni cator personnel assigned
conmmuni cati on equi prent .

4. Establish and coordi nate mai nt enance program
5. Manage transmitting, receiving, and term nal equipnent.

6. Manage use of crypto, if applicable, including shifts and
adj ust ment s.

7. Direct circuit and systens perfornmance tests.

8. Maintain watch integrity, adnministrative operations and crypto
publ i cati ons.

QUALI FI CATI ONS

Top Secret C earance.

School trained.

1
2
3. Cass "B" ET Radio and Crypto repair skills.
4 Tel etypewriter skills.

5

COMSEC Cust odi an School (required).

18



TAB D- 3
COMMUNI CATOR (RM2) JOB DESCRI PTI ON

RV2 Conmmuni cators will report to Communi cation Coordi nator for assignnent of
wat ches and duti es.

THE COVMUNI CATOR (RM2) W LL:

1.

2.

Coordi nate processing of communi cation signals.

Operate controls for |ong-haul and | ocal comrunications equi pnent,

including crypto (if applicable).

3.

4
5
6
7

8.

Mai ntain signal quality.

Use test equi pnent to troubl eshoot and nmi ntain equi pnent.
Perform QA and identify preventive or corrective action required.
Maintain circuit logs and reports as required.

Mai nt ai n nmessage | ogs.

I nstruct RM3's and non-conmuni cati on personnel on use and

mai nt enance of equi pnent.

QUALI FI CATI ONS

© o0k 0w bR

Top Secret Cl earance.

School trained.

Tel etypewriter operation and repair.
Crypto equi prent operations.

Al requirenments of RM2 rating.

COMSEC Cust odi an School (required).

19



TAB D- 4
COMMUNI CATOR ( RMB) JOB DESCRI PTI ON

RVMB will report to RM of watch for duties.
COVMUNI CATOR (RMB) W LL:

1. Process communi cation signals.

2. Provide and nmaintain comrunication circuits through circuit control
quality nonitoring and system ali gnnent.

3. Operate conmunication nonitoring and control subsystem (CMCS).
4. Control external radio systens.
5. Activate circuits as established by communication plan
Per f orm assi gned organi zati onal |evel maintenance.
7. Maintain status report files and nmessage | ogs.

QUALI FI CATI ONS

Top Secret Cl earance.

School trai ned.

Tel etypewriter operation and repair.
Crypto equi pnment operations.

Al'l requirenents of RMB rating

S o

COMSEC Cust odi an School (required).

20



TAB D-5
ELECTRONI CS TECHNI Cl AN ( ET-2) JOB DESCRI PTI ON
El ectronics Technician (ET-2) will determine the |evel of maintenance required
for repair of conponents (organi zational or depot). Perforns all duties

assi gned by Conmuni cation Coordinator. Stands radio/teletype watch as assi gned.

Depot repair conponents will be sent inmediately to depot for repair and
replaced fromlocal supply if avail able.

THE FOLLOWN NG W LL BE ACCOWPLI SHED AT ORGANI ZATI ONAL (UNIT) LEVEL.

1 | nspect conponents.

2 Test equi pment using built in or external testing systens.
3 Al'i gn systens.

4. Di aghose causes of equi pnment failure.

5 Isolate faults of conponents

6 Renove and replace faulty conponents.

7. Repair conponents listed as repairable by source, naintenance and
recoverability (SM&R) codes.

QUALI FI CATI ONS

Top Secret C earance.

School trained.

1

2

3. Switchboard operations.

4 Al'l requirenents for ET-2 rating.
5

COMSEC Cust odi an School (required).

21



TAB D-6
ELECTRONI CS TECHNI Cl AN ( ET-3) JOB DESCRI PTI ON
El ectronics Technician (ET-3) will performduties as directed by the
Communi cati on Coordi nator and in technical areas, the ET-2.

THE ELECTRONI CS TECHNI Cl AN W LL:

I nspect conponents.

Test equi pnent.

Align systens.

Di agnose causes of systemfailures.

Isolate faults.

Renpove and repl ace conponents.

Repair conponents as directed by Senior ET.

Prepare defective parts for shipment to depot for repair.

© ® N o2 g k& 0 bR

St and wat ches as assi gned.
10. Maintain Mintenance Logs.

QUALI FI CATI ONS

Top Secret C earance.

School trained.

1

2

3. Switchboard operations.

4 All requirenments for ET-3 rating.
5

COMSEC Cust odi an School (required).

22



TAB D-7
MESSAGE COORDI NATOR ( YN2) JOB DESCRI PTI ON

Primarily assigned to postal area but will function as PO C of Message Center.

THE MESSAGE CENTER WATCHSTANDER W LL:

1. Organi ze postal clerks to function in conbined postal and
Message Center operations.

2. Coordinate use of security (SN) personnel as runners.

3. Coordinate with Conmunication Center, transfer of nessage
requests and nessages to include proper |ogging, storage and destruction.

4. Ensure delivery of messages to correct addressee within tines
specified for each priority.

5. Qualify non-nedical hospital personnel to act as Message Center watch-
standers, to include obtaining required security clearances.

6. Review nessages prior to transnission to ensure format and content
meet requirenents outlined in NTP 3/1(F).

QUALI FI CATI ONS:

1. Top Secret Clearance.
2. Trained in Message Center functions of RMratings.

3. Conplete all requirenments for YN2.
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TAB D- 8
MESSAGE CENTER WATCHSTANDER (P2 & 3) JOB DESCRI PTI ON
Postal clerks participate in both postal operations and Message Center
operations - whenever possible the operations will be conbined. The Message
Center Watchstander duties will:
1. Prepare inconming and outgoi ng nessage | ogs.

2. Maintain |ogs as directed by Comruni cation Oficer.

3. Ensure nessage formats and content on DD Form 173/2 to conply with
procedures outlined in NTP 3(F).

4. Log nessages and deliver to Comuni cator.
5. Notify all division watchstanders of nessages awaiting pick up.

6. Obtain Security Division personnel as runners to hand-carry any
messages requiring i medi ate delivery.

7. Organi ze and supervise duties of assigned Security personnel.
8. Performall duties assigned by Conmunication Coordinator.

QUALI FI CATI ONS:

1. Optain Top Secret clearance prior to nobilization.
2. Conplete all Message Center requirenments of RMratings.

3. Conplete all requirenents of PC 3 and 2.
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TAB D-9
MESSAGE CENTER RUNNER JOB DESCRI PTI ON

Runners are Security Division non-rated personnel assigned by Security Division
to Message Center.

WATCHSTANDERS W LL:

1. Act as nessenger within hospital conpound.
2. Provide security for classified material.

3. Performall assigned duties as directed by Petty O ficer In Charge of
Message Center.

QUALI FI CATI ONS:

1. Assignment by Security Division.
2. Studying for advancenent in MAA or GMG ratings.
3. Weapons qualified on M16 rifle and 45 caliber pistol.
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NUMBER
E-1
E-2

E-4

E-5

E-7
E-8
E-9
E- 10
E-11

REFERENCE NUVBER

NAVEDTRA
JANAP 128 |

NTP 3
OPNAVI NST 5510-1G

FMFM 10- 1

NTP 3 SUPP-1(1)
Arny FM 24-17
Arny FM 24- 20
FM 24- 21

AN/ TRC 186

TAB E

REFERENCES

TITLE

Radi oman Rat Manual

Automatic Digital Network Operating

Procedures Mar 83 publ.

JCS

(F) Tel econmuni cati ons Users Manual

Information Security Program

Regul ation - CNO

Communi cat i ons (Marine Corps)

Supporting CI NC Comruni cation Pl an

Pl ai n Language Address Directory

Tactical Comuni cations Center Operations

Field Wre and Field Cabl e Techni ques

Tactical Milti-channel

Conmuni cat i ons

Conmuni cation System Techni cal Manual
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TAB F

FORMS | NDEX
NUVBER FORM NUVBER FORM TI TLE PAGE
F-1 Renpte Radi o Pl an
F-2 Tel ephone Wre Pl an
F-3 Radi o I ssue/ Turn In Log 32
F-4 Tel ephone Issue/ Turn In Log 34
F-5 Tel ephone Directory 36
F-6 Location of PA Speakers
F-7 Message Center | ncom ng Message Log 41
F-8 Message Center Qutgoing Message Log 42
F-9 Message For mat
F- 10 Tel etype Log 43
F-11 Commo Center Transm ssion Log 44
F-12 Commp Center |nconmi ng Message Log 45
F-13 Si ghature Log
F-14 COVMCON Log Form
F- 15 Radi o Pl an
F-16 Bl ank DD 173/2
F-17 Communi cati ons Nets 46
F-18 Radi o Guard Chart
F-19 Patients Effects Storage Tag
F- 20 Pati ents Val uabl es Envel ope
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TAB F-3
RADI O | SSUE/ TURN | N LOG
LEFT FACI NG PAGE

Equi prent Seri al CEQ
I ssued to Type Nunber Nunber

28



Si ghat ure
Recei ved

TAB F-3
RADI O | SSUE/ TURN | N LOG
RI GHT FACI NG PAGE

Dat e Si ghat ure
Turned in Turn in
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I ssued to

Type

TAB F-4
TELEPHONE | SSUE/ TURN | N LOG
LEFT FACI NG PAGE

Equi prent Seri al
Nunber Nunber CEO
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Si ghat ure
Recei ved

TAB F-4
TELEPHONE | SSUE/ TURN | N LOG
RI GHT FACI NG PAGE

Dat e Si ghat ure
Turned in Turn in
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TAB F-5
TELEPHONE DI RECTORY

Locati on Nunber
Admi ni stration, Director Adnin 106
Ambul ance Casual ty Receiving, Mtor Pool 113
Anest hesi a, Surgery 121
Admi ni stration, Clerk Adm n 109
Bar ber Shop Bldg.
Billeting Enlisted Bldg. 125
Billeting Enlisted Bldg. 112
Billeting Enlisted Bldg.
Billeting Enlisted Bldg.
Billeting Enlisted Bldg.

Bldg.

Bldg.

Bldg.
Bill eting, Commanding Officer Bldg. 151
Billeting, Executive Oficer Bldg. 146
Billeting, Oficer (Senior) Bldg. 153
Billeting, Oficer (Junior) Bldg. 112
Billeting, Oficer Bldg.
Bl ood Bank Lab #2 (Medical Support) 115
Cardi o- Thoraci ¢ Surgery Surgical Suite 121
Casual ty Receiving Ent rance 113
Casual ty Receiving Exit 114
Central Sterile Reprocessing Sur gi cal Support Area 123

(#1 & 2)
Central Sterile Reprocessing | CU #2 (Support) 158
Chapl ai n Bldg. 161
Cl ot hi ng/ Smal | St ores Bldg.
Conmand Mast er Chi ef Admi n 102
Commandi ng O ficer Adni n 101
Conmuni cati ons Conm Van 0
Dent al Pr epar ati on/ Dent al 120
Di ni ng Hal | Bldg. 162
Di spersing Admi n 109
Duty Section Bldg. 147
EENT Specialty Treatnent Area 154
Emer gency Medi ci ne Sur gery/ Casual ty Receiving 121/ 113
Environnmental Health Bldg. 163
Equi pnent Repair (Central) Public Works 149
Equi prent Repair (Medical) Specialty Treatnment Area 107
Executive O ficer Admi n 105
Executive O ficer (Billeting) 146
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Fire Depart nment
Food Service, Head

Gl | ey

Hel i copter Operations

| CU #1
| CU #2
I nternal Medicine

Laboratory #1
Laboratory #2

Loadi ng and Unl oadi ng( Suppl i es)

Main Gate (Perineter Guard)
Master At Arnms (Security)
Mai nt enance, GCener al
Manpower Managenent, Head
Medi cal Equi pnent Repair
Medi cal Records

Medi cal Support (Lab Area)

Medi cal Support (Radiol ogy Area)

Medi ci ne, Chief of
Message Center

Morgue (dial Lab Dept
Mot or pool ( Di spat cher)

Neur ol ogi st

Neur opsychi atry

Nursi ng, Director

Nursi ng, O R

Nursing, |.C U

Nur si ng Wards (See Wards)

O ficer of the Day (OOD)
Optonetry
Oper ati ng Managenent, Head
Security
Laundry
Li nen Control
Bill eting Manager

Hel o Pad

Specialty Treatnment Area

Medi cal Support
Medi cal Support
Bl dg.

Main Gate

Adm n

Public Wrks

Adm n

Speci alty Treat nent
Patient Admnistration
Bl dg.
Bldg.

Speci alty Treat nent
Adm n/ Conmo

Medi ci ne Dept.
Medi ci ne Dept.
Adm n

OR

I.C U

Adm n 103
EENT Dept

Adni n

MAA (Admi n)

Adm n
33

0/ 148
162

163

150

157
126
111

116
115
156

155
103
160
106
107
108
117
118
110
109
115
160

110
110
104
122
157
132- 145

111
106
103
149
149
103



Per sonal Servi ces Manager

Post al

Message Coordi nat or
Oral Surgery
Ot hopedi cs

O or hi nol aryngol ogy
O. R Prep and Hold Area
Oxygen Gener at or

Pati ent Adni nistration, Head
Adm ssi ons
Decedent Affairs
Di spositions
Evacuati on
Medi cal Records
Patient Affairs
Patient Effects
Pati ent Per sonnel
Regi strar
Phar macy

Physi cal Therapy

Podi atri st

Post Office

Preparation and Hold (OR)

Preventi ve Medicine

Public Wrks, Head
Di spat cher (Vehicle)
Emer gency Servi ces
Roads and Grounds
Ref use Di sposal

Peri neter

Di vi si on

Radi ol ogy

Ref use Di sposal

(See Public Works)
Regi strar (See Patient
Admi ni stration)

Repr ogr aphi cs

Recovery Room

Security (Energency)
Security (Routine)
Shi ppi ng and Recei vi ng
Speci alty Treat nent
Car di o- Thor aci c
EENT
Neur ol ogi st
Neur opsychi atry
Optonetri st
Oral Surgeon
Ot hopedi cs
Podi atry
Ur ol ogy
Supply (General)
Supply (Medical)
Surgery Departnment (Head)
Emer gency Medi ci ne
Physi cal Therapy

Adm n

Admi n

Admi n/ Conmo

Sur gery

Speci alty Treat nent
Speci alty Treat nent

Admi
Admi
Admi
Admi
Admi
Admi
Admi
Admi
Admi
Admi
| CU# Between 2 & 4

Sur gi cal

Specialty Treatnent (Ortho)
Adm n

5S35 3533533535335 35S

Medi cal Support

Adm n

Adm n
ICU1 or 2

Admi n
Admi n
Bl dg.
Bldg.
Surgery

Sur gery

Medi ci ne

Sur gery

EENT

Sur gery/ Dent al
Sur gery

Ot hopedi cs
Sur gery

Bl dg.
Bldg.
Sur gery

Sur gery

Sur gery
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106
109
109
120/ 122
111
111
121
164

108
113
108
108/ 114
108/ 114
108
108
108
108
108
131
122
111
109
121
110
160

152/ 3/ 4

118
160

108

109
124/ 126

0/ 103
103

156

110

122

122

110

122

122
122/ 120
122

122

122

165

166

122
113/ 122
122



Transportation Supervisor

Ur ol ogy

War ds
#1
#2
#3
#4
#5
#6
#7
#8
#9
#10
#11
#12
#13
#14

I CU #1
| CU #2
OR Prep and Hol d
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Mot or Pool

Surgery

160

122

132
133
134
135
136
137
138
139
140
141
142
143
144
145
157
126
121



Message
SSN

TAB F-7
MESSAGE CENTER
| NCOM NG MESSAGE LOG

Dat e/ Ti me (Dept) Ti me of
G oup Cl ass Addressee Recei pt

Ti me
Del i vered
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TAB F-8
MESSAGE CENTER
OUTGO NG MESSACGE LOG

Message Dat e/ Ti me Ti me of
Tinme SSN G oup Cl ass Ori gi nat or Recei pt Del i vered
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TAB F-10
TELETYPE LOG | NSTRUCTI ONS:

1. Use (UCST portion of log to indicated classification of nessage)

U = Uncl assifi ed,
C = Confidential,
S = Secret,

T = Top Secret

2. Use the following hourly log to record each nmessage by hour bl ock.
Abbrevi ations are as foll ows:

A, MN = The mnutes of the "ZULU' tinme on nessages.
B. CH = Initials of operator.
C. NR = Nunber of nessage.

38



TAB F-11
COVMUNI CATI ON CENTER TRANSM SSI ON LOG

Dat e/ Ti me
Message Dat e/ Ti me Ti me of Group of Operators
SSN Group Class Originator Receipt Xni ssi on Initials
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Message
SSN

TAB F-12
COVMUNI CATI ON CENTER
| NCOM NG MESSAGE LOG

Dat e/ Ti me Ti me Rel eased
G oup Cl ass Addressee to Message Cir

Operators
Initials
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A

B.

TAB F-

17

COVMUNI CATI ONS NETS

Pati ent Contr ol
1. B.A. S. (GRND) Evacuation Net
Common User - Thru Med Bn
Comd Net

2. BAS

Command

AN/ VRC 94 (VHF) (1 Ea)

(Air) - Evacuation Net
Common User - Med Bn Cmd Net
AN/ VRC 94 ( VHF- UHF Backup)
(1 Ea)

I ntra-Theater Medical Net
Dedi cat ed

ANURC 94 (HF) (1 Ea)

Fl eet Medi cal
Net (VHF)
(Air and G ound)

AN URC 94 (VHF) (1 Ea)

Evacuati on

Fl eet Medi cal Evacuati on
Net (Air Backup)

Common User

AN GRC 171(V) (UHF) (1 Ea)
Spare (1 Ea)

2 recv/1 trans.

and Control

Marine Force Service
G oup Command (Net 1)
Common User

AN/ URC- 94 (HF)
Navy - Commander, Naval
Voi ce (HF)

AN/ URC- 94( HF)

Common User

Record

41

Appr ox.

Di st ance

From F.H Capability Range

Voi ce - VHF

Secure
LGS

Voi ce VHF -
Secure

UHF

Los
(2 rec/l trans)

Voi ce (HF)
Secure
BLOS

Tel et ype

Voi ce (VHF)
Non- Secur e/ Packs?
Secure

Voi ce
UHF
Secure
BLGCS

Voi ce (HF)
Secure
BLGCS

TTY

Support Force

Secure
BLGCS

(TTY)



